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In an evolutionary context, trusted signals or cues provide individuals with
the opportunity to manipulate them to their advantage by deceiving others.
The deceived can then respond to the deception by either ignoring the signals
or cues or evolving means of deception–detection. If the latter happens, it can
result in an arms race between deception and detection. Here, we formally
analyse these possibilities in the context of cue-mimicry in prey–predator
interactions. We demonstrate that two extrinsic parameters control whether
and for how long an arms race continues: the benefits of deception, and the
cost of ignoring signals and cues and having an indiscriminate response.
As long as the cost of new forms of deception is less than its benefits and
the cost of new forms of detection is less than the cost of an indiscriminate
response, an arms race results in the perpetual evolution of better forms
of detection and deception. When novel forms of deception or detection
become too costly to evolve, the population settles on a polymorphic equili-
brium involving multiple strategies of deception and honesty, and multiple
strategies of detection and trust.
1. Introduction
Organisms have evolved elaborate and sophisticated techniques to extract
information from their conspecifics and other species [1,2]. The complexity of
many of these techniques is partly owing to the prevalence of manipulated
or false information, stemming from partial overlaps of interest between two
interacting partners. Zahavi’s handicap principle suggests that such interactions
are immune to deception as long as the cost of information manipulation is high
[3]. When this does not hold, however, cheating invades and potentially sets off
antagonistic co-evolution between deception and detection of that deception:
selection could, for example, favour prey that display to predators traits of
strength and high escape capability even if they are truly undefended.
In response, predators that are better able to discern weak prey are favoured,
which in turn selects for prey that better hide their susceptibility, resulting in
an arms race [4,5].

Implicit in the notion that better discrimination evolves is the assumption
that manipulated cues are poorly coordinated with other cues that indicate the
true status of an organism (e.g. defended or undefended). Hence, a more inte-
grated level of deception is possible if these other cues evolve and become
consistent with one another. This, however, is not always possible: physico-
chemical and developmental factors, for example, constrain trait co-variance,
making certain alterations, such as the ones required for attaining a consistent
pattern of trait display, very costly or impossible. This is particularly true in
the context of an arms race: although there is no reason to assume that constraints
are at play initially, as the arms race proceeds, the number of cues detected
increases, and with it the likelihood of constraints. In such cases, successful
deception through a consistent display of traits would be expected to be costly.
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Figure 1. Game 1 in extensive form. The fitness consequence to the prey and predator are given by the first and second terms in parentheses, respectively.
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We seek to determine how thesewell-integrated or deep forms
of deception—defined more formally as deception involving
manipulation of multiple primary and secondary cues that
otherwise give away the deceit—evolve and are maintained
in natural systems of mimicry.

In nature, cases of multi-modal deception, spanning
multiple domains (ex. morphology, behaviour) and manifested
through large-scale broad-acting developmental changes,
provide the most convincing evidence for stable maintenance
of such deep deceivers. Clearest examples of these are:
(i) female mimicry in a variety of animal species, including
insects, fishes, birds and mammals, initiated, in some cases,
earlyonduring development [6]; (ii) batesianmimicry in certain
butterfly species, regulated by major developmental transcrip-
tion factors [7–9]; (iii) morphological and behavioural mimicry
of ants by spiders to evade predators [10], which, importantly,
is also associated with substantial cost such as reduction in
the number of eggs laid per eggsac owing to the narrowing of
the bodies in the mimics [11]; and (iv) mimicry of sticks by
stick insects (Phasmatodea), which necessitates very thin bodies
and has resulted in loss of some internal organs [12].

The aim of this work is to formulate that which is common
to all of the above cases in mathematical terms. We extend
recent work on the evolution of partially honest systems of
communication [13–15] by deriving analytical conditions for
the evolution of stable systems with multi-modal detection
and well-integrated but costly forms of deception. For clarity,
we discuss a prey–predator cue-mimicry system, but
emphasize that many interactions—both intraspecific and
interspecific—involve similar forms of deceit and detection.
2. Evolution of deception
We motivate our model with the following simple scenario:
a predator’s hunting success is affected by the type of prey
it pursues. A prey that is strong, fast, and well-armed is unli-
kely to be caught; the predator wastes energy attempting to
pursue such a prey, and it can also sustain injuries if pursuit
results in confrontation. However, pursuit of undefended
prey, which are by definition slow and physically incapable
of fighting back, is more likely to result in capture. As a
result, it is beneficial for predators to distinguish between
different prey types and pursue only the undefended.

For simplicity, we thus assume that prey fall into two
categories, defended and undefended, which we assume is
exclusively a function of environmental factors such as prena-
tal or early-life conditions. The defended corresponds to
those that received adequate care and nutrition and the unde-
fended to the ones that did not. We further assume that at any
point in time a constant proportion p of prey are undefended,
and the rest are defended (1− p).

We analyse a single-shot game. The predator has the option
of either pursuing prey or not. If pursued and the prey is
defended, the predator pays a cost γ, and if the prey is unde-
fended, the predator gains a benefit β. We assume that
pursuing prey is always more beneficial than not pursuing
any prey at all, that is:

pb� (1� p)g . 0: (2:1)

On the other hand, if an undefended prey is pursued, it
pays a cost c. Moreover, we assume there are discernable
phenotypic differences between the defended and the unde-
fended, and that the predator has the option of detecting
and basing its pursuit decision on a cue of defendedness.
In turn, the undefended prey has the option of mimicking
that specific cue at a cost s, in a way that prevents the preda-
tor from being able to distinguish between the two types. The
game structure, which resembles the canonical Beer-Quiche
signalling game used in economics [16], is presented in
figure 1. In the next two sections, we consider the subsequent
evolution of deception–detection and more complex forms
of deception.

Six strategies can be derived from the extensive form; two
for prey: (i) honest (H), corresponding to prey in their natural
state and (ii) mimic (M), corresponding to prey that mimic the
defended when undefended; and four for predators: (i) trust-
ing (T), those that only pursue prey that have the cue of
undefendedness and hence trust that the cue is reliable,
(ii) indiscriminate (I), those that pursue prey always, (iii) per-
verse, those that pursue only prey that have the cue of
defendedness, and (iv) predators that never pursue. Here, we
focus only on the trusting and indiscriminate strategies because
the others turn out to be non-essential for the dynamics, that is,
the results remain qualitatively the same with or without them
(see the electronic supplementary material).

The pay-offs of the two predator strategies T (PT) and I
(PI) in a mixed population of honest and deceptive prey
with frequencies yH and yD are:

PT ¼ yHpb (2:2a)

and

PI ¼ pb� (1� p)g: (2:2b)

Similarly, the pay-off of the two prey strategies H (PH) and M
(PM) against a mixed population of trusting and indiscrimi-
nate predators with frequencies xT and xI are:

PH ¼ �xIpc� xTpc ¼ �pc (2:3a)
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Figure 2. Surface dynamics around the (H, M; T, I) equilibrium under the (a) standard and the (b) adjusted replicator dynamics. For both panels, pβ = 2, (1− p)γ = 1,
pc = 2 and ps = 1. Equilibria are indicated by block dots.
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and

PM ¼ �xI(pcþ ps)� xTps ¼ �xIpc� ps: (2:3b)

With pay-offs defined for the four strategies, we can deter-
mine how evolution unfolds using the standard replicator
dynamics:

_xk ¼ xk(Pk(y)� �P ) (2:4a)

and

_yk ¼ yK(Pk(x)� �P), (2:4b)

where xK (yK) is the frequency of predator (prey) strategy k,
the dot denotes the time derivative, and x (y) is a vector
that contains frequencies of all the predator (prey) strategies.
The pay-off of predator (prey) strategy k, that is Πk(y) (or
Pk(x) for prey), is a function of the composition of the
prey (predator) population, y (x). �P (or �P for prey) corre-
sponds to the average pay-off of strategies in the predator
(prey) population.

In order to study the arms race, we assume an initial,
ancestral state with honest prey and indiscriminate predators,
which we denote by (H; I). If we allow new strategies to
appear and fix (or be lost) before the next strategy appears,
then, when deception has a net benefit against trust:

s , c, (2:5)

the system keeps cycling between four states: (H; I), (H; T),
(M; T) and (M; I) (see the Mathematica notebook for detailed
calculations). Thus, evolution of cue-detection selects for
cue-deception, which selects for ignoring the cue and indis-
criminate pursuit, which makes cue-deception unprofitable.

On the other hand, when s > c we remain at the state of
honesty and trust (H; T). This latter condition, which corre-
sponds to a case where cue manipulation is too costly, is an
example of Zahavi’s handicap principle [3,17].

Second, if we analyse all four strategies simultaneously,
we find that there exists an interior equilibrium with non-
vanishing frequencies for all four strategies (H, M; T, I), with
(y�H, y�M; x�T, x�I ) = (1− (1− p)γ/pβ, (1− p)γ/pβ; s/c, 1− s/c),
with the asterisks representing equilibrium frequencies (see
the electronic supplementary material). This hybrid equili-
brium, which is related to the hybrid equilibrium reported in
recent work on signalling [13,14] (though not exactly the
same as this is not strictly a signalling game), exists when con-
dition (2.5) is met. Moreover, this equilibrium is a centre
surrounded by closed orbits (figure 2a) [18]. The direction of
movement around the centre mimics the cyclical invasions
between the four monomorphic states discussed above.

As noted by Maynard Smith [19], these closed orbits are
sensitive to the assumptions made when deriving the replica-
tor dynamics [20]. For a slightly different version of these
dynamics, see the adjusted replicator dynamics [19,21],
which are exactly the same as the standard dynamics with
exactly the same equilibria except that the fitness values in
the adjusted dynamics are divided by mean fitness
(equations (2.6)), the cycles contract and ultimately converge
to the interior equilibrium (figure 2b):

_xk ¼ xk
Pk(y)� �P

�P
(2:6a)

and

_yk ¼ yk
Pk(x)� �P

�P
: (2:6b)

As can be seen from equations (2.6), the adjusted replicator
dynamics is a consequence of a simple change in assump-
tions about how selection acts on a population: if the mean
fitness of a population is low, selection is stronger and
change happens more rapidly under the adjusted regime as
compared to the standard dynamics. Other processes, includ-
ing mutation [15], can also lead to the asymptotic stability of
the hybrid equilibrium. Thus, under slight and reasonable
changes to the underlying assumptions, the equilibrium
with all the strategies becomes stable.

Why is this interior equilibrium significant? Traditionally,
many have argued that the evolution of deception does not
necessarily lead to deception–detection. Instead, the deceived
can simply ignore the cue [2]. This is indeed true, as is shown
in the homoclinic cycle connecting the four monomorphic
equilibria discussed above. However, the hybrid equilibrium
(whether stable or surrounded by closed orbits) demonstrates
that ignoring the cue and detecting deception are not two
mutually exclusive possibilities. Indeed the hybrid equili-
brium includes indiscriminate predators that ignore all cues
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and trusting predators that are always deceived by the mimic.
The stable existence of deception should then allow more
sophisticated means of deception–detection to evolve.
 lsocietypublishing.org/journal/rspb
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3. Evolution of deception–detection
Deception through the trait considered above (i.e. that used by
the mimic) might cause physiological, anatomical, or behav-
ioural changes that give away the deceit: if, for instance, the
length of legs was originally detected to differentiate between
defended and undefended prey, then the undefended
mimic could evolve longer legs to deceive the predators. An
unintended consequence of this, however, is that leg length
changes relative to other traits, and this asymmetry can then
be detected as a secondary cue that gives away the deceit.
Hence, prior to deciding whether to pursue a prey, we give
predators the option of detecting a secondary cue at a cost δ
to reveal the deception and distinguish the mimic from the
model (i.e. the type that is being mimicked, in this case,
the defended prey).

Allowing for this option results in 12 strategies for the
predator (see the electronic supplementary material for the
extensive form), but only three are essential for the dynamics
(for details see the electronic supplementary material):
(i) trusting, (ii) indiscriminate and (iii) detector (D), that is,
predators that detect the secondary cue and pursue both
honest and mimetic undefended prey. The detector’s pay-off
against a mixed population of honest and deceptive prey is:

PD ¼ yH(pb� d)þ yM(pb� d) ¼ pb� d: (3:1)

Comparing equation (3.1) with equations (2.2), we realize
detectors have a higher pay-off than trusting predators if

d , yMpb, (3:2)

that is, if the cost of improved detection is less than the
weighted benefits of reducing false negatives (not pursuing
the mimetic undefended). Moreover, detectors have a
higher pay-off than indiscriminate predators if

d , (1� p)g, (3:3)

that is, if the cost of improved detection is less than the
weighted cost of false positives (pursuing the defended).

Detectors invade the hybrid equilibrium (H, M; T, I)
whenever condition (3.3) is met. Thus, the (H, M; T, I) hybrid
equilibrium represents an evolutionary endpoint only if
improved detection is too costly. In order to analyse the
consequences of invasion, we first adjust the pay-offs of the
honest and the deceptive prey to account for the new detecting
predators with frequency xD:

PH ¼ �xIpc� xTpc� xDpc ¼ �pc (3:4a)

and

PM ¼ �xIp(sþ c)� xTps� xDp(sþ c)

¼ �(xI þ xD)pc� ps: (3:4b)

If detectors invade, an equilibrium analysis with all the strat-
egies shows that the only locally stable equilibrium is one
composed of honest and deceptive prey, alongside trusting
and detector predators (H, M; T, D). Given that this equili-
brium exhibits asymptotic stability under the adjusted
dynamics [18] (and neutral stability under the standard
dynamics), it is as robust as the original hybrid equilibrium.
Overall, the results here imply that costly detection cannot
evolve if false-positive errors (mistaking a defended prey as
undefended) are of low cost (low γ) or if there are very few
defended models in the population (high p).

At the new (H, M; T, D) equilibrium, (y�H, y
�
M; x

�
T, x

�
D) = (1−

δ/pβ, δ/pβ; s/c, 1− s/c). The frequencyofmimics δ/pβ is lower
than their frequency at the previous equilibrium ((1− p)γ/pβ)
because equation (3.3) must hold for detectors to spread. In
other words, the original hybrid’s prey population evolves
towardsmore honesty upon evolution of deception–detection.
4. Evolution of well-integrated deception
The evolution of detection creates directional selection on the
prey to better deceive detectors by manipulating secondary
cues. This more integrated deception necessitates concealment
of not only the undefended state of the prey but also the decep-
tion itself. In contrast to simple deception, it requires the
decoupling of not only the primary trait from the state of
the organism, but also cues of deception from deception
itself. For this reason, more sophisticated, or well-integrated
levels of deception, are more likely to require costly
broad-acting changes compared to adaptations involving
manipulation of a single trait.

To study the evolution of well-integrated deception, we
allow prey that mimic the defended in the primary cue the
ability to mimic the defended in the secondary cue as well,
at a cumulative cost g, whichwe naturally assume to be greater
than the cost of simple deception (g > s) (for the extensive form
of the interaction, see the electronic supplementary material).
The game results in three strategies for prey and 12 strategies
for predator. In the electronic supplementary material, we
demonstrate that the strategies thatmatter for the evolutionary
dynamics are the same as the ones discussed above plus the
additional strategy of well-integrated deception (W), which
corresponds to prey that mimic the defended in both the pri-
mary and the secondary cues. The pay-off of this strategy is:

PW ¼ �xIp(cþ g)� xTpg� xDpg ¼ �xIpc� pg: (4:1)

Comparing equations (3.4) and (4.1) shows that in a popu-
lation of trusting and detecting predators, well-integrated
deception has a higher pay-off than simple deception if

g� s , xDc, (4:2)

or, in other words, when the residual cost of well-integrated
deception (g− s) is less than the cost of being pursued when
undefended, weighted by the frequency of detectors. This
result implies that more costly forms of well-integrated decep-
tion (higher g) can invade simple mimicry when detectors are
more common. Furthermore, well-integrated deception has a
higher pay-off than honest prey against trusting and detector
predators if

g , c, (4:3)

that is, if the overall cost of well-integrated deception does
not exceed the costs of being pursued. Importantly, the
condition for well-integrated deceivers to invade the
hybrid equilibrium (H, M; T, D) is also g < c. This means
that the evolution of well-integrated deception does not
depend on the costs of simple mimicry. Well-integrated
morphs invade the hybrid equilibrium above as long as
they deceive the undeceived and as long as their cost is
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Figure 3. Cycles of invasions and re-invasions upon introduction of well-integrated mimics. Top: schematic of the cycle. The rationale behind each jump is explained
in the electronic supplementary material. Bottom: movement between the six equilibria in real time for standard (top) and adjusted (bottom) dynamics. Dashed
lines are prey, solid lines are predators. The equations were solved numerically for a brief period of time with a very low mutation rate of 10−30 (to prevent
immediate convergence to the interior tri-morphic equilibrium), starting at the (H, W; T, I) equilibrium. Parameters: pc = 6, pg = 4.5, ps = 1.5, pβ = 6,
(1− p)γ = 5, δ = 3. (Online version in colour.)
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less than c. In this model, c is the cost of being pursued when
undefended. More generally, c can be re-interpreted as the
benefits of successful deception. Hence, the result here implies
that if benefits of more integrated deception are too low, well-
integrated deception does not evolve. Stated in a different
way, if there are large benefits to successful deception, well-
integrated deception evolves in our model even if it engenders
high cost.

In order to analyse the invasion of well-integrated decep-
tion with frequency yW, we first modify the pay-offs of the
three predator strategic types:

PI ¼ pb� (1� p)g, (4:4a)

PT ¼ yHpb and (4:4b)

PD ¼ yH(pb� d)þ yM(pb� d)� yWd ¼ (yH þ yM)pb� d:

(4:4c)
Analysis of the replicator equations shows that, following the
invasion, well-integrated deceivers replace honest prey, and
the populations move towards an (M, W; T, D) equilibrium.
Thus, the prey population is composed only of deceivers,
and as a result, the trusting predators are always subjected to
deception: they never pursue any prey and their pay-off is zero.

What will happen next? If only one strategy is introduced
at a time, the system shifts from one hybrid equilibrium to
another in an endless cycle (see figure 3; electronic sup-
plementary material). If, however, we allow all strategic
types to occur, a central hybrid equilibrium exists, composed
of honesty, normal deception and well-integrated deception
in the prey population, and trusting, detector and indiscrimi-
nate in the predator population (H, M, W; T, D, I), with (y�H,
y�M, y

�
W; x�T, x

�
D, x

�
I ) = (1− (1− p)γ/pβ, δ/pβ, ((1− p)γ− δ)/pβ;

s/c, (g− s)/c, 1− g/c). The tri-morphic equilibrium of the
replicator dynamics is again a neutrally stable centre (see
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the Mathematica notebook). Numerical analysis of the
dynamics under the adjusted replicator equation shows con-
vergence to this single equilibrium point (figure 4). A few
aspects of this equilibrium are noteworthy.

First, to develop a better understanding of why coexis-
tence is possible, we visualize the interactions between the
various strategies by plotting the vector fields that represent
the selection dynamics (figure 5). As can be seen, the antag-
onistic interactions between pairs of strategies prevent any
one strategy from driving another extinct.

Second, the frequency of undetected deception is high if
false positives are costly (high γ) and if there are many
defended models in the population (low p). This is seen
both at the above equilibrium of (H, M, W; T, D, I), where
the frequency of well-integrated deceivers is ((1− p)γ− δ)/
pβ, and at the original hybrid equilibrium of (H, M; T, I),
where undetected deception has frequency (1− p)γ/pβ.

Third, although the total frequency of M and W deceivers
at this (H, M, W; T, D, I) equilibrium is the same as their
frequency at the original (H, M; T, I) hybrid equilibrium
((1− p)γ/pβ), the relative proportion of the two deceptive
strategies is determined by δ, the cost of detecting simple
forms of deception. If detection has low cost, well-integrated
deception would be more frequent than simple deception.

Lastly, if well-integrated deception is very costly relative
to simple deception (high g− s), our model shows that the
equilibrium frequency of detectors would be high. Overall,
if γ and g are high, but δ and s are low, well-integrated decei-
vers and fine-tuned detectors will come to constitute the
majority of the population.
5. Discussion
This study emphasizes that, even with a low cost of cue
manipulation, the spread of deception does not necessarily
result in the collapse of cue-detection or information transfer
in general. We find that deception can coexist indefinitely in a
heterogeneous population alongside honesty, in line with
[13]. The mechanism that allows for this heterogeneity is a
simple one: once common, deception is counter-selected by
the spread of strategies that ignore the mimicry, which
leads to the stable coexistence of multiple strategies in both
populations. Given the simplicity of the mechanism, we
expect it to apply to many systems of communication in
nature and expect them to be heterogeneous [13].

Although previous work had predicted that hetero-
geneous signalling systems are likely to include types that
never respond to signals [13], here we demonstrate that
expanding the options available to predators opens up new
possibilities: prolonged existence of deception in a population
can result in selection for those mutants that detect and avoid
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the deception. Thus, besides the presence of constitutive
responders, it is also likely for detectors to evolve the ability
to detect multiple cues or seek multiple sources of infor-
mation. Deception is nevertheless maintained in the
population if detection is costly and only favoured when
deceivers are common, and deceivers are common only
when detectors are rare: neither can drive the other extinct.

Importantly, we show that, as a consequence of the
evolution of multi-modal detectors, mimicry can evolve to
be well-integrated, possibly involving broad-acting and
costly changes that allow for the decoupling of cues of decep-
tion from the deception itself. Certainly, the many forms
of deception in nature that are manifested through major
developmental changes are consistent with this conclusion.
Indeed, it is conceivable for the cost of deception owing to
broad-acting changes (g) to be so high that its net potential
benefit (c− g) approaches zero, and yet such complex and
well-integrated deception is maintained stably in the popu-
lation. Thus, high costs should not be taken as necessarily
providing support for the costly signalling theory, as complex
forms of deception can invade systems with simpler forms of
deception, raising the apparent costs. Most importantly, the
analysis demonstrates that the properties of the heterogeneous
equilibria are governed by several key parameters. For
example, if false positives are of low cost and/or if the
model/mimic proportion is low (equation (3.3)), then detec-
tion of high cost cannot evolve, and hence, well-integrated
deception cannot evolve either. Also, if deception has a
small benefit (equation (4.3)), then well-integrated deception,
which we assume is of high cost, is unlikely to evolve. More-
over, the frequency of well-integrated deceivers at the hybrid
equilibrium depends on the cost of false positives (attacking
defended prey), benefit of true positives (attacking unde-
fended prey), model/mimic ratio and cost of detection. All
of this can be translated into specific predictions when study-
ing various natural systems. Overall, these results demonstrate
that the properties of the arms race, such as whether costly and
complex deception and detection can evolve and thus how
long the arms race continues, are heavily regulated by extrinsic
parameters that are specific to each system (ex. benefit of
successful mimicry, cost of false positives, etc.).

In this work, we assumed that the defended prey does not
evolve. It is, however, conceivable that following the evol-
ution of deceivers, the defended prey evolve to exaggerate
the detected trait (the cue) in order to distinguish themselves
better from the mimics. Exaggerated traits would be more
costly to mimic (higher s) and as a consequence, this could
result in the evolution of more honest populations. We also
assumed that the rate of predation remains constant over
the time course of the evolutionary game being analysed,
effectively assuming that the density of predators is not con-
trolled by the focal species and that predators do not become
satiated if they succeed more often in capturing this prey
species. Alternative models worth exploring in the future
would allow for a numerical response in the predators and
for satiation following successful predation events, which
would generate further density- and frequency-dependent
interactions. Consequently, predators’ ‘motivation’ to dis-
tinguish between different kinds of prey would change,
causing the cost and benefit structure to vary over time.

The results of this work are relevant for a variety of cue-
detection systems, some of which were discussed in the intro-
duction. They also can be interpreted in the context of
signalling and communication; the interaction analysed in
the first section with (H, M, T, I) is a modified version of
the canonical Beer-Quiche signalling game in economics
[16]. In human communication, the results are directly appli-
cable to Trivers’ hypothesis on the evolution of self-deception
[22]. This hypothesis states that self-deception, defined as the
deception of the conscious part of the mind by the subcon-
scious, either through biasing the gathering of information
or biasing gathered information, evolved for the better decep-
tion of others: by virtue of believing in their own lies, self-
deceivers do not give secondary cues that otherwise give
away the deceit (equivalent to the well-integrated strategy).
Such masterful deception should be very costly, as it causes
a biased perception of reality and suboptimal decision-
making. Trivers hypothesizes that this could have only
evolved as a result of an arms race between deception and
detection. Thus many properties of self-deception as a
strategy are shared with well-integrated mimicry. Trivers
notes: ‘It stands to reason that if our theory of self-deception
rests on a theory of deception, advances in the latter will
be especially valuable’ [12, p. 50]. Although the study of
self-deception is in infancy, here we have provided a systema-
tic analysis of the evolution of well-integrated deception that
will hopefully provide the groundwork for further study.
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